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EdgeWave Email Security

EdgeWave Email Security (powered by Red Condor) provides unrivalled email
defense against internal and external threats such as spam, viruses, spyware,
phishing schemes, identity theft, and other dangerous or offensive content.
With choices that include hosted SaaS, managed appliance, or hybrid failover
email protection, there is never any software or additional hardware to install
and maintain. EdgeWave technical experts provide proactive monitoring and
management designed to stop threats before they get near your internal servers.
With a choice of solutions to fit any size organization or requirement, EdgeWave
assures incomparable simplicity, value and performance, and the lowest TCO on
the market.

Highlights

Fully managed solutions with zero administration — Whether you choose
the fully hosted email filter, a managed appliance or our hybrid failover solution
with proprietary Vx Technology, EdgeWave feature-rich email security solutions
are fully managed, requiring no administrative resources or maintenance.

Disaster recovery protection for up to 96 hours —EdgeWave Email Security
spools all email for up to 96 hours, in case of unexpected events, so you never
lose your business-critical email.

Outbound spam and virus filtering —Outbound filtering is included on our
managed appliances and optional for hosted customers, assuring reputation
protection against blacklisting.

TLS Encryption — This unique encryption method assures that all emails sent or
received by your organization are secured and private.

Proactive monitoring by EdgeWave - Edge\Wave Engineers continually monitor
email processes to assure they are performing at peak efficiency.

Zero Minute Defense —This feature assures that as soon as an emerging threat
is identified, our engineers deploy a specific rule to block it. No other solution
has it.
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Best accuracy verified by third party studies - In independent studies of email security providers, performed by both Tolly and Miercom, EdgeWave (Red Condor)
Email Security beat the leading contenders in all areas including lowest false positives and negatives, lowest number of misclassifications and highest percentage

of blocked spam.

24 x 7 x 365 customer support by email experts — EdgeWave experts are on-hand to assist you whenever you need them

Email Filtering Features

TLS Encryption: Our unique TLS Encryption option ensures the complete
confidentiality of email communications and their content. It works by
establishing private email networks linking you with your business-critical
partners via the use of certificates. Every email sent or received by these
networks is fully and securely encrypted while the encryption remains
completely transparent to both sender and recipient.
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Perimeter Defense: Our Adaptive Threat Detection™ technology provides
multi-layered protection at the perimeter from denial of service and other
email-borne attacks. Merit-based reputation and real-time analysis of evolving
email threats combine to stop the most abusive email attacks and block spam
campaigns before they get near your network.
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Zero Minute Defense™, EdgeWave Email Security’s third generation, behavior-
based filtering technology sets a new standard for effectiveness in eliminating
unwanted, fraudulent and predatory email with proprietary Zero Minute Defense.
We use human review to detect emerging threats, so action can be taken to
block them before they get near your email servers. When a threat is identified,
our engineers analyze it and immediately create a protection rule to block it.
Updates are automatically applied to your hosted service or managed appliance
so you stay ahead of current and emerging threats. No other solution on the
market matches our speed and efficiency in mitigating email-borne threats in
real-time.

End User Spam Management: A Personal Dashboard allows each mailbox
owner to refine policies and review quarantined spam. Each user can receive
3 Spam Digest report, providing visibility into the effectiveness of his or her
individual filter profile.

Administrator Management Tools: EdgeWave Email Security solutions
incorporate an intuitive Web dashboard that makes managing email security
simple. Domain administrators can easily set email filter policy and monitor
filter performance from a powerful, graphical interface.

EdgeWave Email Security Delivery Options

Hosted Saa$S Solution

* QOur in-the-cloud SaaS solution, the ideal choice .
for customers who want comprehensive no-
touch email security

= Provides bandwidth savings due to re-routing
your incoming email to our hosted data centers

= Requires only a simple MX path redirect to
start your email protection immediately

= No on-premises appliance to install .

« Failover and redundancy assured with
multiple data centers

= Outbound email filtering is available as .
an option

email security in an
on-premises
managed appliance
Appliance easily
installs at your
network perimeter

your requirements

for failover protection

Managed Appliance

Ideal for customers who want comprehensive

Have their own hardened and optimized OS .
Available in a range of models to fit

Service and Support by Email Experts: EdgeWave security analysts and
networking experts monitor email threats around the clock to insure email
service continuity for all our protected domains and users. In addition, our
experts are available to assist you with implementation and configuration of
your EdgeWave solutions should you need them at any time.

Disaster Recovery: EdgeWave Email Security solutions include 96 hours of
disaster recovery protection so business-critical emails are never lost. If disaster
strikes or unplanned maintenance is required, we continue to accept incoming
email and spool your filtered email for later delivery to your mail server.

Comprehensive Reporting: Our email security solutions include sophisticated
reporting tools that provide comprehensive data on both inbound and outbound
messages to help you review and manage your organization's email filtering.
You can generate aggregate reports across your entire organization or drill-
down to individual users. Reporting is flexible and can be generated on-demand
or scheduled to run automatically during non-peak hours.

Hybrid Solution with Vx Technology

 Vx Technology adds failover protection to your
on-premis appliance by shifting our email
filtering to our hosted services if network
interruptions, power failures or other
unexpected events occur.

* Assures failover redundancy without

incurring cost of an additional appliance

Provides load balancing should your mail

server experience an overwhelming attack

Can be combined with hosted SaaS service

= Custom branding available
 Can be clustered for redundancy
= Outbound email filtering included at

no charge

About EdgeWave

The EdgeWave portfolio of Web, Email and Data Protection Technologies deliver
comprehensive secure content management to 7,000 customers worldwide. Our

award-winning iPrism Web Security and Red Condor Email Security products are
now complemented by new e-Reputation, Email Archiving and Data Protection
Solutions, delivered as hosted, on-premises, and hybrid services. EdgeWave solutions
protect your organization's bottom line with unrivalled ease of deployment and the

lowest TCO on the market.
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